DEFENSE INTELLIGENCE AGENCY

WASHINGTON, D.C. 20301

FOUO-67,435/DS-6G3 28 AUG 1973

MEMORANDUM FOR THE CHAIRMAN, SECURITY COMMITTEE, UNITED STATES
INTELLIGENCE BOARD

SUBJECT: Request for Declassification Review of DCID 1/7

References: a. DoD Directive 5200.15, "Controlling the Dissemination
and Use of Intelligence and Intelligence Information
Produced by Members of the Intelligence Community"
(FOUO) (Enclosure 1).

b. O0ASD(C) memorandum, 16 August 1973, subject: DoD
Directive 5200.15 (Enclosure 2).

1. DoD Directive 5200.15 is the DoD implementation of DCID 1/7. The
DoD Directive was published in 1962 as an unclassified document with
the protective marking "FOR OFFICIAL USE ONLY." This Agency has been
informed, reference b., above, of an Oklahoma Publishing Company
request for public release of DoD 5200.15. Your attention is invited
to the third paragraph of reference b. wherein it states the belief
that DoD cannot legally withhold release of DoD Directive 5200.15 to
the requestor.

2. This Agency has recommended to the originator of reference b.
that DoD Directive 5200.15 be withheld from public release until
DCID 1/7 can be reviewed by USIB for possible declassification.

3. Accordingly, it is requested that DCID 1/7 be reviewed for possible
declassification.

FOR THE DIRECTOR:

2 Enclosures a/s

55“’ Colonel, USA
DIA Representative
Security Committee

Approved For Release ZE(QB)ZQZQ::‘QI‘.&\-‘QD‘A§2EM90N5‘§-1YROOO4OOO10059-4

STAT



Approved fgr Release 2006/03/28 : CIA-RDP82M0Q391R000400010059-4

Approved For Release 2006/03/28 : CIA-RDP82M00591R000400010059-4



*\'

«\E‘,

; CiA RDP%W00%91‘RQ@400010059-4

. . Approved For Relgzse 2066103‘128

July 26, ly P

NUMBER 5260,

Yy

SN [y

) &N wpdne, A A S R Ay I. Ky
Uepartment of Deiense Directive

SUBTL*.(.,T Contwolling the Dissemination and Use of intelligence 2nd
P Intelligence Information Produced by I Mernbers of the
i Intelligence Comrnunity

Referencé: DoD D:Lrect*v\, 52C0. l, "Safeguarding Officlal I..fc**:.:.uticn
! in the Interssts of the Defense of the United States”
{ I, PURPOLE

This Directive authorizes the adoption by the Deparimeny oF
Defense of ‘the marking systen approved by the Unlted SLNc.,

Totelligedce Board (USIB) for use by its meumber orgeniz. lCAas.

Crg
: The norking sysbem controls the dlssemination and use c-i in-
ij , telligeace and intelligence information produced Ty USIL
] . P rember organizations (referred to hereinafter as the Irn.zlii-
: P gence Community).

IT. APPLICABILILY

The provisions of this irective epply to DoD oricil
in the Tatelligence Community, end ©o ‘ther DoD or:
on Ay waen they are reciplents of inteiligence and imte .2 cence
Thformation eontrolled under the marlking system esitabll:
. rerain. DoD’ or"aniza.uions not in the Intelligence Ccii.
will continue to use markings est c.blisaed by the referenced
dirsetive above.

ITI. DEFIHTIION

v : Trtelligence Commnnlty ihcludes the Centx ral
D And ell inceiligomace organizations of the Depa

'* @ The " *aarwl»nt of State, the Feleral Bureau of Investiz=tlon,
i end the Atcmic Energy Cammission.

IV. POLICY

A. Intellizence docunpents will be marked and b
P ancy with the instructlons setl Toxrth in ,,nc
. Conbrol merkings prescribed herein 1.1.;1.

any other markings serving a similaxr pu:uos
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Be  HAeclpients of intellicence or int teliipence informat ion, woother
they are in or-out of the Intelligence Conmunity, w1¢l adhere 0
the provisions of the max kings.

V. SNEATTON
sure aanorm¢ty within the intelligencs ccaaponent sgencies of
'D, the procedures and markings set forth in Inclosure 1 shell
ented dn dmplementing reg ulations wilthous Lhanro, two cuples
1 shall be forwarded to the Assiutant Seerétery of Defense
¥y
YLT) wilthin sixty (60) days from the effecctive date of thkis
ive,
Vi ECTTVE DATH
tnls Directive is effective on issuance.
Z 4 7
7 ,/ o Ay
G AT Ao
. A
Seeretary of Defence
Iocliosurs - 1L

_L

Ccrurols for Disseminstion and Use
or Intelligence ancl Intelligence
Irzomeation

[/

”

i js

:1.’..“~.“.F VAT T
Approved For Release ‘2006/03’/‘% f’J‘tA“RDy 59 000400010059-4



‘..‘... . \': ;‘; IR

}‘.l
~

" [ T2CAIN
Ll el SEREN) )f\~J-l/ ‘..‘.-"31

Approved For Rdigghe 5006103/28 : CIA- RDP82M00591RW400010@“5é-£v

CONTYROLS TOR DISSHMINAVION AWD USE OF INTHLLICGELCE
AND INTELLICERCE INFOIMATION

o q

The control,mar {LHSS and procedures gct forih below shalli Lz
oy en oviwipatla" quan ¢ re uTlCu the ;ntc rnel ain

wmd to ob¢n1t the dﬁ"sem1“L ut

iving agency. Such restrictive or permissive action chell be
with the protectiocn of intelligence, intelligence inforrmatiocn,

inselligence sources and methods involvea.

':. 'Whenever an originating department or agency deems 1t znecesc

@ special coatrols Tor intelligence or intelligence infornat

virtue of the substance of the informatlon itself or to zro
protection of intelligence sources and netho ds, the aprnoosri

-
(SIS IR N

werking(s) set forth below shall be placed upon the document.
disseminated or used within or outside the intelligence comx

docaneit
end bovring any of the control markings set forth in this Directive =
be coatrolled carefully by all recipients in strict .conformity with <
reguirenents of <This Directive.

5. Intelligence Information
a. Use in Finished Intelligence

(W) In order to facilitate tThe maximum use
informatior, the intelligence components of the
consent that classified intellipgence information not a
cortrol markings mey be used in a classified finished :nu
document and disseminated as the producer of the finisned
gence Ceems appropriate and necessary which mey include rzlzase
to foreign governments.

(2) The informat*on, however, must be paraphrased anc usel
in the text in a menner whaich effectively conceals the crigineting
agency, the source, the place and date acqulreu and the mznner O
ecquisition; in addition, if disclosed to a Torelzn govermrment, 20
reference shall be made to documents upon Whlun the Tinished
intelligeace is based.

(3) Exceptions ©o paragraph 3 a (2) above may be arranged
‘between interesited agencies.

b. Other Uses

Intelligence information when quoted or ex racted wrless
otherwise excepted may be used in digests, other documents and
machine document storage systems provided control merkings of the

REN
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~eformation, i any, and ddentification of source documnts

cre reproduced with the inforsation. Intellicence informstlicn
so used shall not be relesced to foreipn gover oo without Tas
sormlssion of the agency originatiag the information.

under the conditions of porussavi 3 a (2) of +his Direcuive, 424
& sdvance consent of the intelligence components of USIB to use in
sroduet, as deemed necessary, classified ¢ntcillﬂchc information ot
: = ntrol markings, except certain CIA designated docurents,
ir eleas: to fo"elgn overﬁmcntg.

. The following markings sbalW be used for the cont*ol of inteili-

:nce and intellipence information within the U.S. CGoverrment and to
oreign ravionals: .

G D¢SSE¢ITATTON WITHIN THE U,S5. GOVERMMENT

(1) WARNING NOTICE -- SENSITIVE SOURCES AND METHODS INVCOLVED

- This marking shall be employed in the absence of any
other suiteble marking to inform all recipients that the
informetion 15 sensitive and reguires special controls and
a severely limited distribution. For the purpose of thi
marxing, such intelligence is identified as that classifi
intelligence, the unauthorized disclosgure of which coulé
lead to counteraction (a) Jeopardizing the continued

“productivity of 1nt°¢l;gcnce sources or ﬁCuhOCS which provide
intelligence vital to the national security or (b) offsetting
the value of 1ntel¢1gen0u vital to the natlonal security.

Document: The dissemination of the document shall Te
' severely limited to those who have a clear
need-to-know.

The control merxing must carry over ornto eny
other document or publluaulon in which the in-

- formation is incorporated. All recipients,

- whether the information is furnishéd to o

. o”any, visually or in writing, wust bhe advi
of the sensitiviiy of the information and the
dameging effect to the nationel security 2
disglosed without authorization. Thne infootx
shall not be disseminated outside of suthorized
channels or released publicly in any manner

Use

‘without the rermission of the orlblnat_”b crzney
and an assessment by the appropriate Intellirznce
Chief as to the risks to the natlonal secwrivy

and to the methods involved.

L&

v - "‘!"‘I”‘"f r ' ae bl *\v‘ .
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(2) CONTROLLEDL DLsSHM

T

This marking chell oe wsilized where sourco nprotestlon,
detury Interests of cowmercizl sourcso
would warrant Limiting the discemination of the docwnors.
This marking moy oiso be applied for discsemination control
purposes Lo assist in identifying that intelligence material
which by category or classification is by USIB-approved
pollcy eand other directives prohibited from disseminatiozn to
contractors

including the B

Documents The dissemination of the document shall te limited
to civilian employees and active duty militery
personnel within the intelligence components of
the USIB member agencies, and to those senior
officials of the member agencies who must zct
upon the information. However, Lnless specili
cally controlled in accordance with parasrs

. hercof the document may be relezsed i tncs

components of the departments and sgencies o3
the U.S. Government directly narticipating in
the production of National Intellizence
IT SHALL NOT BE DISSEMINATED TC CONTRACTCH:.
It shall not -be disseminazted to organizaticr.
.- "Or persomnel, including consultants, uazdexr
L Pal

contractual relationship o the U.S. Govermzent
without the written pe“mlss1oq of the 2y

Use " The informaticon may be used in classified Fizisrad
intelligence without carrying over the conirsl
marking provided the requirements of 3 & (2) abow
are followed. -

m

(3) NO DISSEM ABROAD

This markingAéhall e employed to preclude the dissenine-
tlon of a document outside the States of the United Siztes
and the District of Columbiz except as determined by the
originator in order to satisfy special conditions.

Document: The document shell not be disseminated outsile the
States of the United States and <he Districe of

Columbia.

Use : The information may be used in clas L
intelligence without carrying over conuzol
marking provided the requirements of parazrazh

3.a (2) above are followed.

Approved For Relea
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(I} BACKGROURD USL ONLY

varking shall be cmployad to vreclade the lnclusion
yemetion in ooy other document or publicatloz.

This norxking is inuendbc solesly to comtrcl the use of Thc
information.

.\.-Q

. Docwrent: This merking does not affect the disseminsation
of the document. o

se information is not to be included in exy
Ouhur docunient or publication.

Use

»
]

b, ReLEASE TO FO?LIGN GOV“?LMENTS *

The policy and procecures for the release of classified
defense information to foreign govermments are established by The
e, 1y
gy

sidential Directive of 23 September 1658, "Basic Policy
Governing the Release of Classified Defense Information to Toreign
Goveraments," as revised 23 April 1980.

(1) Clessified Intelligence Documents Not Bearing Cootrol
Markings \

Document: Classified intelligence documents even thouz:
bear no control markings shall not be reles
foreign govermrents without the prior permis
of the originating agency.

Information contained in classified intelllzence
documents not bearing any control markings ey
be used in clessified finished intelligence and

Use

s

-~ . .
released to foreign governments in accordance .

with paraﬂrapn 3 a of this Directive.

. (2) Vhen the Orl“lnutln" agency predeterriiiles that I
gence information must not be released in any form to foreign
goverrnents, the fcollowing marklng shall be enployed:

NO FQREIGN DISSEM

Document: The document must not be released to foreigzn
governments. .

of & ClaSblf;cd intelligence document, whether or nov 3¢q=‘
marn ng, shall be mace to U.S. employed, utilized or inte
oaals without the ‘permission of the originating agency.

Al

‘,T";"M"l {ues S "n'\'f’ﬁ'
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s : The dnformwction muet aot e

fors to fonclipn govermnenis.
nusv CLITY OVer on oil decumsat
in which the informe tloh iz

0. Aay recipient agency or depoytment des*rinﬁ to use, quote, e-
- marize, diss Ym¢nate or release a document marked wi :

Coﬁura;j to the limitation of that control marki
N of the originating agency. Permission from the
oyowo whbilize, in whole or pertt, any ’u‘cll¢bv1cc or inbeliips
“armmasion in e manner other then cpecificd by the co“u;o“ &
es only te the specific purpose of the requester and dces n
aoply to all recipients of the information as or$5$nu;
wnless the originating agency removes the control markings
ail recipients.

JO
ct

bepsyit of

7. Yothing in this Directive shall suversede oY BUJME =nt the
» the coatrol, use and dissemination of Res trlc r
:d Data, or speclel intell
directives and Presidentict policy.
forth above will mot oply to 1n¢ormatlon O”l;lnuuCQ LOTLE
u of TﬂVuSul&&t;CD as inot Bureaw has esteblished cu“urv-u
nation and use of its iaformation. TFurther, -
special indicators or project designators uuilizei ’
nts and agencies for established distribution of wmecerisl.
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irective dees not abrogate the contrel merkings
to 21 August 1962 under authority of DCID XNo.
5&}. mhesa nzrkings are: VO” RELEADABLE TO
S"I

COE0RETDS O\hY LIMIHLD CON”LVUED COJ”ROL AND dACKCROUWD USL ONLY.  Any
L B ulo,'coacernlng th@se markings shall, in conformance w1tn peragraza &,
te referred to the originating agency. .
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COrTISLL

MEMORANDUM FOR THE CHIEF, COUNTERINTELLIGENCE AND SECURITY DIVISION
DEFENSE INTELLIGENCE AGENCY

SUBJECT: DoD Directive 5200.15, ”Controlling the Dissemination and
Use of Intelligence and Intelligence Information Produced
by Members of the Intelligence Community"

A representative of the Oklahoma Publishing Company has requested
that he be provided with a copy of DoD Directive 5200.15. This
office is the nominal proponent of the Directive; however, the
subject matter is under the cognizance of the Defense Intelligerce
Agency, '

Llthough the Directive is marked, "For Official Use Only," it may be
withheld from a requestor only if it qualifies under one or more

of the express exemptions of the Freedom of Information Act (5 USC
552). These exemptions are set forth, with some amplification, in
Section VIII of DoD Directive 5400.7, "Availability to the Public of
Department of Defense Information.,"

In our view, none of the information contained in DoD Directive 5200,
15 falls within any exemption which would permit the DoD to withhold

o Telease, and thus, the FOUO designation is without a legal basis and
should be cancelled, .

Please inform us whether you share our views on cancellation of the
FOUO marking and release of the Directive., Should you object -fo can-
cellation of the marking and release, please provide us with your
rationale,

In view of the limited time available for a final determination undex
the Freecdom of Information Act, as implemented by Administrative In-
struction No. 73, it would be appreciated if we could receive your
reply on or before August 20, 1973, '

,; e
rj; g ] :
fid AN ,}\ i
/ ";."""Vt»ﬁ R i . oL,
Charles M. Trammell, Jr.
Director .
Security Plans and Programs Directorate
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| SECRET

OFFICIAL ROUTING SLIP

This action requesting declassification

of DCID 1/7 should have been sent to the USIB.
However, since SECOM eventually would have
received the requirement for declassification
review, it is recommended that it be placed on
the September Agen

/
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